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Abstract. This paper extends results concerning efficient exponentia-
tion in groups where inversion is easy (e.g. in elliptic curve cryptography).
It examines the right-to-left and left-to-right signed fractional window
(RL-SFW and LR-SFW) techniques and shows that both RL-SFW and
LR-SFW representations have minimal weight among all signed-digit
representations with digit set {1, +3,...,+m, 0}. (Fractional windows
generalize earlier sliding-window techniques, providing more flexibility
for exponentiation algorithms in order to make best use of the memory
that is available for storing intermediate results.) Then it considers the
length of representations: LR-SFW representations are an improvement
over RL-SFW representations in that they tend to be shorter; further
length improvements are possible by post-processing the representations.
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1 Introduction

Many public-key cryptosystems involve ezponentiation in some finite group, and
often (e.g. for elliptic curve cryptography) group elements are represented such
that the inversion operation is almost immediate. It is well known that signed-
digit representations of integers e are useful to perform exponentiations ¢¢ in
such groups. A particular signed-digit representation is the right-to-left signed
fractional window (RL-SFW) representation introduced in [14]. Fractional win-
dows provide more flexibility for exponentiation algorithms than the previously
known sliding-window representations; the purpose of this flexibility is to make
best use of the memory that is available for storing intermediate results. The
present paper also considers the left-to-right signed fractional window (LR-SFW)
representation (cf. [19] and [9]); it complements [14] by proving minimality of
weight for both RL-SFW and LR-SFW representations. A general motive for
preferring the left-to-right variant is that it generates the digits in the order in
which they are usually needed for exponentiation. We also examine the length of
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representations and see that the LR-SFW method actually provides an improve-
ment in this respect, and that further improvements are possible. Finally, we
observe that no finite-state machine can always generate a minimal-length rep-
resentation among the representations of minimal weight employing a prescribed
set of signed digits.

To motivate and explain the goals of this paper, let us first look at typical
exponentiation techniques in some detail. Given integers by, ..., by as digits, we
write (bg...bo)2 for > ., ,b; - 2°. For m > 1 odd, let

By = {£1,43,...,+m}

be the set of odd integers with absolute values up to m. We call b,...by a
B,,,-representation of e if by, ..., by € B,, U{0} and e = (b;...bg)2. For example,
for any m, 1001 is a B,,-representation of 7, where we use the convention that
b denotes digit value —b. If we assume that e # 0 and that ¢ is chosen minimal (so
that by # 0), the power g¢ can be computed by the two-stage algorithm shown in
Fig. 1. This algorithm processes the digits b; from the most significant down to

{ LR-exponentiation: compute g° where e = (bg...bo)2, be # 0}

{Precomputation stage }

A—g?

G1 <~ g

for b = 3 to m step 2 do
Gy —Gr2-A {=g"}

{ Evaluation stage }
AH(bz>0?GbK :Gil)

for i = ¢ — 1 down to (l)bf:{o
A— A2
if b; # 0 then
A—A- (bz>0?Gbl G\_b11|)
return A

Fig. 1. LR-exponentiation

the least significant one, i.e. left to right assuming big-endian notation; we speak
of LR-exponentiation. Let H(b; ...bg) denote the weight (generalized Hamming
weight) of the given B,,-representation, i.e. the number of non-zero digits. The
LR-exponentiation algorithm in Fig. 1 performs the following numbers of group
operations (where we distinguish between squarings and general multiplications
since they will typically have different computational cost, but neglect inversions
as these are assumed to be almost immediate):

. . m—1 e
— In the precomputation stage, one squaring and 5 general multiplications;



— in the evaluation stage, ¢ squarings and H(bs...bo) — 1 general multiplica-
tions.!

Increasing parameter m makes additional digit values available, typically allow-
ing for lower-weight representations at the cost of an increased precomputation
stage effort. Parameter m also determines the amount of memory needed for
storing the precomputed values Gi,..., G, so implementations may have to
take into account some upper limit on m.

For given m and e, there is a lower limit on ¢ (i.e. there is a lower limit on
the length £+ 1 of B,,-representations of ¢). There is no upper limit on ¢ (since
e.g. (111...1)s = 1), but low-weight B,,-representations never need be more
than one digit longer than the binary representation: the bounds

L10g2|6|J — logam] <4< {log2|eﬂ

hold for the following well-known representations and for the newer representa-
tions that will be discussed afterwards.

— Let w > 1 be an integer parameter and W = w + 1. The width-W non-
adjacent form (W-NAF) of e is a specific Bow_1-representation such that
for |e|] — oo, on average

H(be...bo) 1
[logz\eﬂ W41

assuming that e consists of random bits. As the W-NAF is a signed-digit
equivalent of the well-known sliding-window technique for unsigned digits
(cf. [4]), we also call it a right-to-left signed window representation with
window width W.

(The origin of the 2-NAF is “property M” in [18]; the generalization to
arbitrary W > 2 was alluded to in [20] and described independently in [12],
in [22] as an improvement of a technique from [21], and in [2].)

— Now consider an arbitrary odd m > 1 and let

Wm = |_10g2 mJ + la

W = wm + 1,

2um —1 —m
2wm—1

Ay =

(so that 0 < A,, < 1). Generalizing right-to-left signed window representa-
tions, there is a right-to-left signed fractional window (RL-SFW) representa-
tion of e, the m-RL-SF'W representation (details follow in Section 2). This
is a By,-representation such that for |e|] — oo, on average
H(be ... bo) N 1
Nogslel] ~ Win = Ay + 1

! For ¢ > 1, an immediate optimization to the algorithm as written is to skip the
first evaluation stage assignment and squaring if b = 1 (just keep ¢ in A from the
precomputation stage) or by = —1 (just invert A to obtain g~2).



assuming that e consists of random bits. If m is of the form 2% — 1 (so
that A,, = 0), the m-RL-SFW representation is the same as the W,,,-NAF;
otherwise the effective window width W,, — A,, is a fraction between w,,
and W,,:

m [ 1[3[]5[7[9[11][13][15][17]19
W —Ap|l 2 | 3 |35 4 |43 ]42 43| 5 |58 |52

(The RL-SFW representation was introduced in [14].)

The (finite-state) algorithms to obtain these representations given the binary
representation of e read the least significant bit first and output the least sig-
nificant signed digit first, proceeding towards the most significant input bit and
output digit. This means they work right to left assuming big-endian notation;
thus we speak of RL-transformations.

The use of an RL-transformation with LR-exponentiation means that usually
the B,,-representation would be computed and stored before the actual expo-
nentiation begins. This is unfortunate if memory is scarce. (Alternatively, the
RL-transformation could be used repeatedly to determine the signed digits in
the order in which they are needed, but this would mean an increased compu-
tational cost.) It is possible to perform RL-exponentiation instead so that the
signed digits are used in the order in which they are generated (using algorithms
from [23] and [11-exercise 4.6.3-9] as summarized in [14]); however, there are
drawbacks:

— The group operation count to perform an RL-exponentiation is slightly
higher than for an LR-exponentiation, given the same B,,-representation.

— The technique of employing mixed coordinates [3] for elliptic curves requires
LR-exponentiation. (This technique uses additional precomputation effort
to convert the elements GGy into a representation that accelerates evaluation
stage operations A- Gy or A - G\Zﬁ)

— The technique of interleaved exponentiation [13] for efficiently computing
power products [[; <<k g;j applies to LR-exponentiation only.

Hence, left-to-right analogues of the above low-weight representations are called
for.

A left-to-right analogue of the 2-NAF was described in [8], and recently, gen-
eral left-to-right analogues of the signed window representation have appeared
in [16], [1], and [17]. The latter two publications use an inherently identical LR~
transformation, but describe it differently; see also [7—Section 6]. Also recently,
proofs have appeared that the right-to-left signed window representation and its
left-to-right variants are optimal in the sense of always achieving minimal weight
([15], [16], [1]): that is, given any e and w, no Bow_; representation b, ...bj of e
can have lower weight than the (w + 1)-NAF or its left-to-right analogues.

We generalize and extend these results by examining the right-to-left signed
fractional window (RL-SFW) technique from [14] as well as its left-to-right vari-
ant (LR-SFW) implied by the approach of [17] and [7—Section 6]. (For unsigned



windows, right-to-left and left-to-right variants are equally simple: unsigned frac-
tional windows, originally only presented for an RL-transformation in [14], have
an immediate left-to-right analogue [5]. Signed-digit representations are trickier
since they involve carries, but the approach of [17] and [7] makes it straightfor-
ward to come up with a left-to-right analogue of the RL-transformation from [14];
cf. [19] and [9].) We give minimality proofs for the weight of both RL-SFW and
LR-~-SFW representations, and we examine the length of representations to study
efficiency improvements beyond weight minimization. We always assume that e
is positive: the case e = 0 is trivial; for negative e, apply the technique to —e
and replace all resulting digits by their negatives.

Section 2 looks at the RL-SFW representation and proves that it has minimal
weight. Then Section 3 develops the LR-SFW representation and shows that it
too has minimal weight. Section 4 points out that the left-to-right method is
advantageous in that it tends to achieve slightly shorter lengths than the right-
to-left method (and never yields a greater length), with details in Appendix A.
It also considers how modified representations can further reduce the length in
some cases; however, Appendix B observes that no finite-state transformation
algorithm can always achieve minimal length among the representations of min-
imal weight.

2 Right-to-Left Signed Fractional Windows (m-RL-SFW)

The right-to-left signed fractional window (RL-SFW) representation was intro-
duced (plainly as the “signed fractional window representation”) in [14]. Here we
describe the technique in a way that encompasses the non-fractional case as well
(i.e. the right-to-left signed window representation, often called the W-NAF).
Given any odd m > 1, let w,, = [logom] + 1 and W,,, = w,, + 1; then we have
2wm—l < m < 2¥m, The m-RL-SFW representation of any positive integer e is
the B,,-representation by ...by obtained as follows.
First we define a mapping digit,,: {0,1,...,2"» —1} — B,, U{0}.

— If x is even, let digit,,(z) = 0;

otherwise if 0 < x < 'm, let digit,,(z) = z;

otherwise if m < x < 2Wm —m, let digit,,(x) = x — 2¥m;
otherwise (i.e. 2Wm —m <z < 2Wm) let digit,,(z) = x — 2Wm.

Observe that if z is odd, then x — digit,, (v) € {0,2¥m 2Wm}. We extend the
mapping to

digit,,: Z — B, U {0}
by defining digit,,(x) = digit,,(x mod 2"); it follows that 2¥= | x — digit,, ()
for any odd = € Z. The RL-transformation algorithm in Fig. 2 on input any B,,,-
representation b}, ...b; of a positive integer e (e.g. the binary representation)
generates a B,,-representation by ...by such that

€— Zogjq bj - 2j>
21 '

bi = digitm <



{RL-transformation: determine the
right-to-left signed fractional window (m-RL-SFW) representation

of (by ...b0)2}
t—0
D «— (b, ...bo)2

while D 0 V i+ w, < £ do
d — digit,,, (D)

b; — d
1—1i+1 Dod
D biHrwm ' 2“’711, + Ti
L—i—-1
return (b, ..., bo)

Fig. 2. RL-transformation for fractional windows

The algorithm assumes that b, = 0 for ¢ > ¢'. It is easy to verify that the
algorithm in Fig. 2 will always terminate with b, ...bg as given above, which
implies e = (bg cee bo)g. (Note that

(b2'b2+wm 0...0 db1,1b0)2:6

Wy, ZETros

holds as a loop invariant.)
To see that the average weight for |e|] — oo with e composed of random bits
satisfies

Hbr.. bo) 1 - 1
~ 2Wm 1 — - 1
{10g2|e|—| Wi — Tflrn +1 W, + % -1

as claimed in Section 1, assume that the RL-transformation algorithm has to pro-
cess an endless sequence of independently uniform random bits b;. Whenever the
loop generates a non-zero digit b;, the current value of D has its least significant
bit set and is an otherwise random W,,-bit integer. Thus from the definition of
digit,,, it is clear that with probability p = 12+T:n we have 2= | D — digit,, (D),
and with probability 1 —p we have D — digit,, (D) = 2*=. In the latter case, the
next non-zero output digit will follow after exactly W, — 2 intermediate zeros;
in the former case, the next non-zero output digit will follow after W, interme-
diate zeros on average. This means that the total average a for the number of
intermediate zeros is
a:me+(1—p)(Wm—2):Wm+2p—2:Wm+l+7m—2,

me—l

and thus the density 1 of non-zero digits is as claimed above.

a



2.1 Minimality of Weight

To prove that the m-RL-SFW representation has minimal weight among all
B,,-representations of any integer e, we show that

H(be...bo) < H(by ... bp)

always holds if the transformation algorithm is applied to any B,,-representation
by ... by to obtain the corresponding RL-SFW representation by ...bo. For the
analysis, we look at a variant of the algorithm from Fig. 2, shown in Fig. 3. This
variant is easily seen to generate results that are identical except for leading
zeros. The algorithm as written assumes that all variables b; are initially zero.

{ RL-transformation (variant): determine the
right-to-left signed fractional window (m-RL-SFW) representation
of (by ...bo)2}

i
(biy .. .ybo) «— (B, ..., bG)
i+—0
while 7 <[ do
{b(g, ceobig1,bic1, ..., b0 € By U {0} A |bz| < 2m}
if b; is even then
bit1 «— bix1 +b;/2
bi <—0
{bz7...,bi+27bi,.“,b0 € B, U {0} N ‘bi+1| < 2m}
t—1+1
else
D (bitw,, - --bi)2

(bi‘f’wm,v"'ybi)H(D_dv 05"'50 ) d)
——

QWm

Wiy — 1 zeros
{b[, ooy bidw,, +1, bitw,,—15-- -, 00 € By U {0} A |bi+wm| < 2m}
14— 1+ Wm
if i >1 A b; #0 then
l+—1
l—i—1
return (b, ..., bo)

Fig. 3. RL-transformation (variant) for fractional windows

While the input and output consist only of digits from B,, U {0}, the vari-
able b; at the beginning of the loop body may contain other values; we call this
digit the current carry digit. We can verify as a loop invariant that at the be-
ginning of the loop body digits by, other than the carry digit (h # ) will always



satisfy by, € By, U {0} (thus |by| < m) while the carry digit will always satisfy
|b;] < 2m. This clearly holds for i = 0. If for any ¢ it holds at the beginning of
the loop body, then it will also hold at the end of the loop body:

— If at the beginning of the loop body b; is even, then it follows from |b;11| < m
and |b;| < 2m that

— If at the beginning of the loop body b; is odd, then
|ID| <m-2Y" + ... +m-2' 4+ 2m =m . 2v=H!

and thus
|D —d| <m -2 4m,

Now because of 29 | D — d and m < 2%m, it follows that
|D —d| <m-2wmt!

and thus

< 2m.

QWm

‘Dd

So in both cases, the absolute value of the subsequent carry digit indeed cannot
exceed 2m. It is clear that no other digit will be set to values not in B,, U {0}.
Now we consider the value

H="H(b...bo) + #{h: |bp| >m+1}

as observed at the beginning and at the end of the loop body (remember that b;
is the only digit among b; ... by that is not necessarily an element of B,, U {0},
so H exceeds the weight of b;...by at most by one). Given the loop invariant,
we can show that H will never increase within the loop body. It is clear that the
loop body will not change any of the digits and thus not H if b; is zero. If b;
is non-zero and even, following the algorithm it is easy to see that the changes
done to b; and b;; 1 cannot increase H. For b; odd, at the beginning of the loop
body define

H =H(bitw,, ---bi) + #{h; [bp] >m+1 A i+wy, >h>i};
now we can distinguish between the following cases:

— H = 1. This implies b; = D = d, so the loop body will not change any of the
digits and thus not H.

— H = 2. If |b;] < m, then there are initially exactly two non-zero digits
among b;i.,, ...b;, both of absolute value at most m, and thus we have
|ID| < (2¥m + 1) - m. If |b;| > m, then b; is the only non-zero digit among
bitw,, - - -bi, which implies D = b; and thus |D| < 2m. In both cases, for
d = digit,, (D) it follows that



(29m +2) - m

2Wm

<

bl

‘D—d

QWm

and since 2¥™ | D — d and m < 2¥m,

< {(2% +2) ~mJ

Qwm

D—d
QWi

2m
=m+ w =m+1

Thus when the loop body overwrites the digits b;4.,,, ...b; with new values,
the new carry digit will be of absolute value at most m + 1; and since at
most two of the new values will be non-zero, H cannot increase.

— H > 3. The digits b; 4, .- - b; are overwritten with new values out of which at
most two are non-zero, and at most one is of absolute value larger than m+1;
so these new digit values will contribute at most 3 to H. This means that H
cannot increase.

Initially, H is the input weight H(b}, ... bg); in the end, it is the output weight
H(bg...bo). H never increases, so no By,-representation can have lower weight
than the RL-SFW representation generated by the transformation algorithm.

3 Left-to-Right Signed Fractional Windows (m-LR-SFW)

To arrive at a left-to-right version, we use an approach from [17] and (building on
[6] and [1]) from [7-Section 6]. This provides another way to view the RL-SFW
method, and it yields an LR-SFW method (which was new at time of writing,
but meanwhile has independently been described in [19] and [9].)

Given the binary representation (3 ... 08y of any positive integer e, first let
=X +1land b, =0;—1—0; fori=4¢,...,0 (where 3_; = 0). Since

(bz/bg)z = (ﬂ,\...ﬁoO)g—(ﬂ)\...ﬁo)z = 2e—e = e,

this gives us a new Bj-representation b, ... bj of e. Observe that this representa-
tion can be obtained from the binary representation just as easily in left-to-right
as in right-to-left direction. It is clear from the construction of this new repre-
sentation that every digit b, = 1 indicates that (;_1 is the left-most digit in a
sequence of successive ones in the binary representation (3; =0, ;_1 = 1), and
that every digit b} = 1 indicates that (3; is the right-most digit in such a sequence
of ones (8; = 1, B;—1 = 0). Thus, there must be an even number of non-zero
digits in b}, ...b), and these show the following structure:

— The left-most non-zero digit is a 1.

— Skipping any zeros, the neighbors of a 1 digit will always have value 1 and
the neighbors of a 1 digit will always have value 1.

— The right-most non-zero digit is a 1.



Because of this structure, we call bj, ... b, a sign-alternating B;-representation.
(This representation has previously been called “reversed binary representa-
tion” [10—exercise 4.1-27], “alternating greedy expansion” [6], and “mutual op-
posite form” [17].) If we write % for any digit of value either 1 or 1, we get
a simplified form from which the Bj-representation b, ...b; can unequivocally
be reconstructed due to its structure. We call * and 0 compressed digits. The
compressed-digit form of any subsequence of digits b ...b} allows reconstruct-
ing the digits except for possible sign reversal (i.e. reconstruction would yield a
sequence of digits that is identical to either b’ ...b) or ¥} ...b}).

The approach from [17] and [7] to obtain related RL- and LR-transformations
is to apply a sliding-window technique to the sign-alternating Bi-representation:
this can be done right to left, giving the well-known right-to-left signed window
representation (W-NAF); or left to right, giving a left-to-right signed window
representation. Generalizing this technique, we describe how a similar approach
can be used with fractional windows. As before, let w,, = |log,m| + 1 and
W = wy, + 1 given an odd integer m > 1.

The sliding-window technique scans the representation by, ... b} in one direc-
tion, either right to left (RL-scanning) or left to right (LR-scanning), starting
a new window whenever a non-zero digit is encountered. Observe that for a
window of any width w + 1 in a sign-alternating Bj-representation,
the window value (b}, ...b})2 will have absolute value at most 2, or 2% — 1
after dividing out powers of two. (In a Bj-representation that is not necessarily
sign-alternating, the maximal absolute window value would be 2¥*1 —1.) To
accommodate fractional windows, the width of the current window is set to W,
if this is admissible, or w,, otherwise (or less than w,, when less than w,, digits
are left for scanning). Here a window width is considered admissible if the win-
dow value is either some digit in B,,, or even. (Window widths smaller than W,
are always admissible.) In any case, the window value will be the product of a
power of two and a digit from B,,. Thus, each of the windows requires just one
of the digits from B,,, appropriately positioned, to achieve the proper window
value.

As an illustration of the transformations, we consider an example for m = 5.
We have w,, = 3 and W,,, = 4. Now windows of the form ]* OO*‘ and ]* 0 **\ are

not admissible while windows of the form ’* *0 *‘ and ’* * *‘ are admissible (be-
cause (1001)y = (1011)s = 7 > m but (1101)s = (1111)3 = 5 < m, and similarly
for the corresponding negative cases). Let e = 22369 = (101011101100001)s;
the sign-alternating Bj-representation of e obtained by the rule b, = 8,1 — f; is
1111100110100011. RL-scanning does not encounter any inadmissible width-W,,
windows; it yields the window constellation

[JT1T1]oo[T10Tjo[001T]

resulting in the Bs-representation

[1]ooos]oo[o005lo[o001]

10



LR-scanning has to use width w,, (= 3) in one instance to avoid the inadmissible
window [1001}; it yields the window constellation

[1T1T)100]T10T]000[1T]

resulting in the Bs-representation

[ 5|[1oojoooBlooofo1]

It is easy to see that this procedure with RL-scanning will always determine
the same B,,-representation as the algorithms shown in Section 2 (ignoring any
leading zeros); that is, this is just another way to view the RL-SFW technique.
With LR-scanning, this is a new technique, giving us a left-to-right signed frac-
tional window (LR-SFW) representation of e, the m-LR-SFW representation.

So far we have seen how to obtain LR-SF'W representations using an in-
termediate sign-alternating Bj-representation (following [17] with appropriate
changes for fractional windows). This intermediate step is helpful for describing
and analyzing the method, but it is not necessary for implementation. Instead,
the algorithm in Fig. 4 (following [1] with appropriate changes for fractional win-
dows) can be used to obtain the m-LR-SFW representation by . . . by of a positive
integer directly from the binary representation (3 ... 8y. The algorithm as writ-
ten assumes that Gyx41 = 0 and B; = 0 for i < 0; also, all variables b; are initially
zero. In comments, we use b} as defined above (b, = 8;_1 — ;) to show that this
algorithm expresses exactly the LR-transformation that we have introduced in
terms of LR-scanning; to verify the correspondence, observe that for ¢ > h

(.. b)2 = (Bic1---Bu_1)2 — (Bi-..Br)2
= (Bic1---Bn)2-2 + Bro1 — Bi 27" = (Bic1-.. Bu)2
= —B3;- 27" + (Bic1...Br)2 + Buoa
= (BiBi=1---Bn)2 + Bu-1-

3.1 Minimality of Weight

As discussed in Section 1, there are general advantages of LR-transformations
over RL-transformations. A natural question to consider is whether despite of
these advantages, the LR-SFW representation might be worse for exponentiation
than the RL-SFW representation. To address this issue, here we show that for
given m and e, the weight of the m-LR-SFW representation of e is the same as the
weight of the m-RL-SFW representation. Thus, by the result from Section 2.1,
the weight is minimal among all B,,-representations of e. (Later in Section 4 we
will see that the LR-SFW representation actually has advantages beyond the
general advantages of LR-transformations.)
Let ¢ be a positive integer and

S = {se{o, «}*" | % occurs an even number of times in s}

11



{LR-transformation: determine the
left-to-right signed fractional window (m-LR-SFW) representation
of (Bx...0o)2 on binary input }

T—A+1
{0

while 7 > 0 do
if ﬁz = ﬁz’—l then {b; = 0}
t—1—1
else {b;#0}
W — Wy,
d— (Bifi—1...Bi—w+1)2 + Bi—w
if d is odd A |d| > m then
W — wm
d— (Bifi—1...Bi—w+1)2 + Bi—w

{d = (b;~ . ~b;’7W+1)2 }

next_t «— i — W
i« next_i + 1
while d is even do
t—i+1; d—d/2
{disodd, |[d| <m,d= brews_izw_1---bi)2 }

b; — d

if i > ¢ then
{—1i

1 «— next_1

return (b, ..., bo)

Fig. 4. LR-transformation for fractional windows

the set of all compressed-digit forms of length ¢/. We can examine the scanning
process in terms of compressed-digit forms. For s € S, let #LR,,(s) denote
the number of windows that LR-scanning yields; i.e., #LR,,(s) = H(bs...bo)
where by . .. by is the m-LR-SFW representation of the integer determined by the
compressed-digit form s. Similarly, let #RL,,(s) denote the number of windows
that RL-scanning yields. LR-scanning and RL-scanning are mostly symmetric,
except for admissibility of window width W,, (for example, (b}, ...b;)2 may
be a digit in B, when (b]...b;,,, )2 is odd bot not in B,,). However, there is
some symmetry that does respect admissibility: When a window is started and
there are W;,, compressed digits to look at (the first one of which in scanning
direction is necessarily a #), there are 2*m possibilities what these W,, com-
pressed digits might look like; and both for LR-scanning and for RL-scanning,
window width W, is admissible for exactly m + 1 of these possibilities and not
admissible for the remaining 2™ —m — 1 possibilities. Thus, there is a bijection

a:S— S

12



such that the window structure (i.e., the positioning and width of windows, not
taking into account the actual compressed digits in the windows) obtained by
LR-scanning of any s € S is the exact mirror image of the window structure
obtained by RL-scanning of c(s). This implies #LR,(s) = #RLy, (a(s)).

Now assume that there was some specific sg € S such that #LR,,(s¢) #
#RL,,(s0). By minimality of weight of the RL-SFW representation (Section 2.1),
this would imply

#LRm(So) > #RLm(S()),
i.e. #RLy, ((s0)) > #RLy(s0). Since « is a bijection, we have

> #RLy(als)) =D #RLn(s),

ses ses

so furthermore it would follow that there is some s; € S such that
#RLy, (o(s1)) < #RLy,(s1). But this would mean

#LRm(Sl) < #RLm(Sl),

contradicting the minimality of weight of the RL-SFW representation. Thus
no so can exist for which #LR,,(so) differs from #RL,,(so).

4 Length

From Sections 2.1 and 3.1, we know that both the m-RL-SFW representation and
the m-LR-SFW representation are optimal in the sense of having minimal weight
among all B,,-representations. The efficiency of exponentiation given a B,,-
representation by ...bo with by # 0 depends not just on the weight H(by ... bo),
but also on ¢ (see Section 1). Thus we are interested in representations that pro-
vide not only low weight, but also a short length £+ 1. Sometimes these goals are
in conflict: for example, for Br-representations of 255 = (10000001)s = (70071)a,
minimal weight and minimal length exclude each other; one or the other rep-
resentation might provide better efficiency for LR-exponentiation depending on
the relative speed of squarings and general multiplications in the group. We pri-
oritize weight over length and consider only ways to reduce the length that do
not increase the weight.

A first observation is that the LR-SFW representation can never be
longer than the RL-SFW counterpart: Consider the scanning process on sign-
alternating Bj-representations as described in Section 3, which yields a B,-
representation when each window value is expressed through a single non-zero
digit from B,,. The maximal index ¢ of such a B,,-representation is the in-
dex of the right-most non-zero digit within the left-most window over the sign-
alternating Bj-representation. For RL-scanning, the left-most (final) window will
cover some number of non-zero digits of the sign-alternating Bj-representation,
including its most significant digit. All of these non-zero digits, and possibly
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more, would also be covered by the left-most (first) window obtained by LR-
scanning. Thus, the maximal index ¢ cannot increase for LR-scanning compared
with RL-scanning.

The example in Section 3 has already shown us that the m-LR-SFW repre-
sentation is indeed shorter than the m-RL-SFW representation in some cases. In
fact, the m-LR-SFW representation is advantageous for every m. For example,
for m = 1, the average length saving for m-LR-SFW representations of long
random integers e compared with m-RL-SFW representations is 1/6; for m = 3,
it is 1/2; for m = 7, it is 37/40. (Consider m = 1. If the left-most window over
the sign-alternating Bj-representation is or , the 1-LR-SFW or 1-RL-SFW

representation will be one digit longer than it is for the window E The latter
case happens with probability 1/2 for LR-scanning, but only with probability
about 1/3 for RL-scanning. See Appendix A for more details.)

The m-LR-SFW representation does not guarantee minimal length among all
By, -representations of minimal weight. Substitution rules resulting in a modified
(right-to-left) signed fractional window representation have been given in [14-
Section 5.1], and these can similarly be applied to the left-to-right case to obtain
shorter representations in some cases. Additional rules not mentioned in [14]
are possible. For example, if 3 < m < 13, the m-LR-SFW and m-RL-SFW
representations both write e = 15 as (10001)2; this can be improved into (303)s,
or even into (55)3 if 5 < m.

No LR-transformation implemented by a finite-state machine can always
ensure minimal length among all minimal-weight B,,-representations; see Ap-
pendix B for examples. With the m-LR-SFW representation and its generally
shorter length, there is less of a need to use modified representations to decrease
the length than with the m-RL-SFW representation, in particular if m is rel-
atively large. However, if program space permits, implementations can include
a table of optimized substitution rules for certain prefixes that can be encoun-
tered in m-LR-SFW representations (such as 1001 — 31 and 10001 — 303 for
m = 3). While no such table could be complete for arbitrary lengths, this can
help improve the average efficiency at least by a small margin.
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A  LR-SFW versus RL-SFW: Length Comparison

We want to compare the expected lengths of left-to-right and right-to-left signed
fractional window representations of long random integers by looking at LR-
scanning and RL-scanning as described in Section 3. Assume an ¢'-bit integer e
is given (so that bj, = 1 in the sign-alternating B;-representation). By the proba-
bilities below, in the m-LR-SFW representation the expected maximum index ¢
is ¢/ —1/2 for m = 1, £ —5/4 for m = 3, and ¢ — 17/8 for m = 7; in the
m-RL-SFW representation it is about ¢/ — 1/3 for m = 1, about ¢ — 3/4 for
m = 3, and about ¢/ — 6/5 for m = 7.

Consider m = 2% — 1 such that windows over the sign-alternating form have
width w + 1. For LR-scanning over random compressed-digit forms of sufficient
length, the left-most window is

— with probability 27%;
— also with probability 27%;
— of the form with probability 2!~%;

of the form with probability 27 1.

As the resulting B,,-representations will be successively shorter (the maximal
index ¢ of the B,,-representation is the index of the right-most non-zero digit
within the left-most window over the compressed-digit form), this is in favor of
generating short B,,-representations. No m > 2" — 1 will have average lengths
longer than this.

For RL-scanning over long random compressed-digit forms, however, the left-
most window is

— || (width 1) with probability about 2/(w + 2);
- (width 2) with probability about 1/(w 4+ 2);
— of the form (width 3) with probability about 1/(w + 2);

of the form (width w + 1) with probability about 1/(w + 2).
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Again the resulting B,,-representations will be successively shorter, but here the
probabilities are in favor of generating long B,,-representations. No m < 2% —1
will have average lengths shorter than this. (To derive these estimates, assume
that RL-scanning is applied to a long sequence of independently uniformly ran-
dom compressed digits. Any given * in a width-w window well within such a
sequence, after earlier windows have provided plenty of randomization of win-
dow positions, will be at the right-most position of its window with probability
about 2/(w +2), and at any other position of its window with probability about
1/(w + 2) each. This is seen by counting how many of the 2% possibilities for
the content of a width-(w + 1) window in RL-scanning have a * in the respec-
tive position: the right-most position sees twice the proportion of *’s as each
other position. Since the start of a window does not depend on what follows, the
left-most * in a [finite but long] compressed-digit form is similar except that the
window abruptly ends there.)

B Limitations of Length Reduction

Let (m) be a shorthand notation for a digit string consisting of w,, — 1 zeros
concatenated with the digit m, and (m) for w,, zeros (e.g. (5) = 005, (5) = 000).
Now consider the integers with B,,-representations either of the form

ml 0(m) 0(m) ... 0(m) 0(m) (m)

or of the form
ml 0(m) 0(m) ... 0(m) 0(m) ().

The m-LR-SFW representation for an integer of the first form is longer than the
above representation and has lower weight; this is a weight minimization that
would not be possible without the length increase. For example, for m = 1,

(110101...01011),
is rewritten with lower weight as
(1001010...70101)s.

The m-LR-SFW representation for an integer of the second form is longer as
well, but the weight remains unchanged; the original representation as given
above already has minimal weight. For example,

(110101...01010)9

has no Bj-representation of lower weight. There is no bound on the number of
digits that one might have to examine to distinguish between such cases, so no
finite-state machine could always generate the shortest representation among
those of minimal weight.
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